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MERRY CHRISTMAS!

MAY THE HOLIDAYS BRING HAPPINESS AND JOY TOYOU -
AND YOUR LOVED ONES . -
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At Hatlonal Online Satety, we belleve in empowering parents, carers and trusted adults with the infermation to hold an infarmed conversation about online safety with thelr children, hould they feel
1t le meeded. This guide focuses an ons of many ssues which we belleve trusted adults should be awars of, Please vielt www, nollonalaniinesatety.com for further guldes, hinte and tips for oduits,

What Parents & Carers Need to Know about ® *

SETTING UP APPS, GAMES
e  AND SOFTWARE

Millions of new phones, tablets, laptops and games consoles will be nestling under Christmas trees this
year. However, evean if parents and carers have gone to the trouble of setting up these new devices and
enabling the safety features, there are still potential hozards in the apps, games and software that
children will want to install and use. Knowing what to look for and discussing those risks with your child
may help avoid any nasty surprises this Christmas. Here are our top tips for ensuring that unwrapping
this year's presents doesn’t unieash any unexpected dangers.

To avoid let-downs, check a
game’s :p-m:: before buying —

especially for PC or Mac, where
! f
l_. g games o need a particular
. dmhqdod,irs tougher = but not EHH phics chie or processor to work.
“g Iimpossible, All reputable dmmlm : ’I} o3 like systemrequirementsiab.com Y
- ghow o mt age rmigﬁ; can scan your computer to see if it will
». purc Kthnm.imbllmr - run certain games propnrlg On consoles,
" ofas ‘ make sure vuu ] hu-sing the right version:
vidomm-ldm'dl.olgu Ibclllngmd mes, some newer Xbox or PloyStation games

won't play on older consoles.

onToR Nt coms O

Voice chat with friends is part \
of the fun of modern gam '.a]-
but danger lurks har\u too.

&;.Hﬂmmﬁﬂﬁhu s &l Q &, ,',.. '-E;E: titles hove open chat l'rltl!l'l'll,

meaning that children could speak to
utmnanl or hear adult Iurlguuga and

B verbaol obuse when gomes

¢

F | i:u rticularly competitive. Us| ng a shared
amily area (as o) uad to alone in
had rooms) for on aming is a good

y to keep an u-:t:us nal ear on whnt'l
haing sajd.

BE WARY OF GIFTS Ay

Titles like Roblox, Minecraft and

Fortnite have in-gama currencles,

, which con be earned through L i

g'r?on: in the game = but can also
ught with real mnnw A cbmmnn

scam Is for a you| I‘1 ﬁ

nl'liud currency iflthey cllr.lr o Ilnk. visit

D a certain site or contact another user
g WATCH OUT FOR IMITATORS

It’s not wise to leave children g 1A
th devices that can moke
in-ap l': purchases without your
permission. ideally, set up computers, &Y
coneoles and thnu s0 child u:nnunts -
nud an aduit’s autherisatio
hing. On shared devices ll I d:
wh ch don't allow user accounts),
the settings to ensure that In-qpp
R:rl:hntlng requires the account
Ider's password, fingerprint or foce 1D,

offers; -‘thnuld show you If they're
Irl an'yr t over an In game gift,

APPS ARE AGE RATED, TOO

Like games, apps in the major stores have

CONSFDERSTORAGE

@ Most apps and games willtell you in

directly. Wurn your chlld about such
® Even in the official stores, untrustworthy

age “'““9'- too - '“‘ I""“ can see in odvance the online utnm much space they need rogue apps can slip through the net.

her dn “Pﬂ priate for your child. on a device. Check this carefully - especially c::mmn tricks are apps or games that have oo Te
Addltlnnully, o P"i"B“t“I control settings with games, which can run inte hundreds of ightly different name to enuine article
allow you to set age limits, preventing R megabytes and beyond. i you den’t have enough ight rather than Fortnite, for instance) or
from downloadin unsuitable apps themselves. free storage on a device to run the game or app, u-u logos which deliberately look very similar to
Thesa ratings aren‘t infallible, however: we've sean  you won't get a refund from the store. You can the officlal app. To avold dnwnluudlng these
T""' a I'-"ll teaturing adult shows with an age rating normally check a device's available storage space imitations, read the a Ipﬂ duacrip’dun and check

ar example. through the settings menu. who the publisher is |

LEGAL APPS THAT BREAK THE LAW IN-APP REGISTRATION

STAY UPDATED
There are many apps that are perfectly legal but It's common iurnr ps and games to Most games and a pa: are subject to regular
)

enable illegal activity — streaming apps which let ask users to r untal‘;lqp-rsnnul upda which unl]rnﬂar new content and

r e waich football matches, say, withu:t;uring details like anll oddress, e of birth and features but also ide critical security
or Sky or BT Sport. Prosecution for using s apps other information you might not want your child improvements. Children tend to ignore such
Is rare, but they can lead to risky behaviour like to divulge. Ask them to rnur parminlnn updates — usually because they don't
viewing rogue streams on sites teeming before g any personal info to an app - and understand why ha'r re important, or they .
with malicfous links. Watch for children consider us n%“y\nur details rather than the child’s, simply want to ut raight on with gaming,
inutnll unusual apps with “TV", s0 they're not targeted by marketing spam or put Check your child’s devices periodically tu
or ‘sport’ In the name. (UAY ] at risk of having their data stolen. make sure these updates are being installed. . ]

| g- National

1R\ Online
Wi =] Safety
- @ #WakeUpWednesday

Meet Qur Expert “

Barry Collins has been a technology journallst and editor for
more than 20 years, working for titles such os the Sunday Times,
Which? PC Pro and Computeractive. He's opy red regularly as
a technology pundit on television and radio, rBuudlng on
Newsnight, Rodio 5 Live and [TV News ot Ten, He has two children
and haz writes regularty about internet safety lssues.

— ”

@ www.nationalonlinesafety.com '@natnnline&ufetv n [NationalOnlineSafety @ @nationalonlinesafety

Users of this guide do so at their own discretion. No llability | entered into. Current as of the date of release: 14.12.2022
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